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Abstract

Fromtheacademicpointofview，Wehavetodetermineifthetrainingforthis

jobisamatterforthemaritimeeducationsystemonlyorifwehavetodealwith
a cooperation process between diffbrentinStitutionsin order to obtain an

interdisciplinary approach．The nrst questionis“how much maritime

backgroundisnecessaryforthisnewtypeofon－boardpersormel？”Analyzing

thetasksrequiredbythisjob，thispaperwi11trytopresentaconclusionforthis
dilemma・Wealsohavetothinkifthenew securityresponsibilitiescouldbe

“attached”tothealreadyexistingdutiesofthewatcho用cerorifwehaveto

CreateaneWdistinctivejobonboard．ItisalsoverylmPOrtanttOde頁nehow

muchsupplementarytrainingwillberequiredinordertofami1iarizethewatch
Ofncerwith specific onboard securitytasks：StOWaWayS，drug Smuggling，
robbery，Violentattacks，terrOrism，etC．
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l Introduction

InrespectoflAMU4thGeneralAssemblygoalsregardingtasksandfunctionson
boardfutureshipsanddifftrentaspectsofMaritimeEducationandTraining，We

Want tO debate one ofthelastissues revealed byIMO regarding the Ship

SecurityOfncer（SSO）．

Fromtheacademicpointofview，Wehavetodetermineifthetrainingforthis

jobisamatterregardingthemaritimeeducationsystemonlyorwehavetodeal

withacooperationprocessbetweendif托rentinstitutionsinordertoobtainan

interdisciplinaryapproach．

TheBrstquestionis“howmuchmaritimebackgroundisnecessary伽rthis

newtypeofon－boardpersonnel？”
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Togetananswertothisquestionwehavetwooptions：

・tO“COnVert”an already cer植ed deck or engine ofBcerinto a security

0］限cers．

・tO‘bpdate”experiencedsecuritypersonnelinordertoperformthenewtasks

asshipsecurityofncer・

ForthenrstaltemativeTehavetodecidewhichtypeofmaritimeofBcerismpre
suitableR）rthenewasslgnment：adeckofnceroranenglneOfncer・Analyzmg

thetasksrequiredbythisjob，thepaperwouldtrytopresentaconclusionR，rthis

dilemma．We also had tothinkifthenew securityresponsibilities co111dbe

“attached”tothealreadyexistingdutiesofawatchofncerorifwehavetocreate

anewdistinctivejobonboard．TtisalsoverylmPOrtanttOde丘nehowrnuch

supplementarytrainingwillberequiredinordertofamiliarizethewatchofncer

with specinc securityonboard tasks＝StOWaWayS，drug smuggling，rObbery，

violentattacks，terrOrism，etC．

Forthe second alternative，ifwe decide to hire specially trained security

PerSOnnelinordertoperbrmtheshipsecurityofncerduties，thiswouldmean

thatwehavealreadytakenthedecisionofhavingaspecialjobonboardforthis

purpose・ARerthatwemustdecidetherequiredamountofspeciBcknowledge

regardingmaritimeshipsactivitiesinordertoperformtheshipsecuritytasks・

ForaNavyAcademy，theproblemoftheShip SecurityOfficerseamstobe
easiertosoIve，butforthem叫OrPartOftheIAMUmemberswethinkthatitisa

matterthatmustbedebatedinordertoof稔rownerssuchtypeofpersonnel．

2　Pressurehrmeetingthedeadline

WorldscaleapplicationofISPSCodel1］，imposedthroughSOLASChapterIX，

withJulyO12004asthedeadline，WaSthemostexpedientimplementationofan
IMOdecision．Ownersandportuserswereconfusedfbranappreciableperiodof

timeregardingthepracticalstepsthatmustbeundertakeninordertothinkout
theirown SSP orPFSP．Fortunately，SOmeinternationalorganizations（IMO，

ABS，Lloyd’s Register，USCG）draw up guidelinesl2］for ships and port

facilitiessecurityplansandstartedtrainingcoursesforCSOs，SSOs，andPFSOs・

TheISPSputindimcultyalsoMaritimeAdminlStrationsduetothenecessityto

PreateaboardabletocertifytheSSPsorthePFSPs・Thisproblemoccursmainly
ln COuntrieswherethe MaritimeAdministrationwas notbased on amilitary

struCture（asUSCGortheCanadianCG），becausetheydonothavespecialized

Staffinmaritimesecurity．

Tn Rom甲Iia，Validation ofthe securityplans was divided between the
Romanian Maritime Authority　for the SSPs and the Maritime Ports

Administration（MPA）ConstantzafbrthePFSPs．lnordertodothisjob，both

institutionshadtocreatespecialdepartmentsandtosendpersonnelabroadfbr

training．Thesenewdepar血entsbecameoperationalonlyatthebeginnlngOf

2004，andduetothisdelay，SOmeOftheRomanianownerswhowerealready

readywiththeSSPshadtheirplanscertifiedbyforeignclassincationregisters・

ARertheimplementationofthemaritimesecuritydepartmentofMaritimePorts

AdministrationConstantza，nunfair－play重ghtbeganfortheaccredjtationof
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0rganizationsthat coulddraw up security plansfortheport facilities・More

questions arose a鮎r the auction organized by MPA Constantzafor the

assignmentofoverallsecuritysystemcOntraCtSintheConstantza，Midiaand

Mangaliaports．

BecauseeachportuserwasconstrainedtoapplyaPFSP，inConstanzaPort

therearenolessthan78approvedPFSPs．DuetothehiringandleaslngSyStem

forberthsandstoragefacilitiesappliedintheportofConstantza，Wehavenow

manysecurityareasextendedonlyalongoneortwoberthS・Theresultwasa

tissueoffbncesandcheckpoints，alotofaccesspassesthatmustbeobtainedby

thesamepersonwhohastogoonboardships（agents，Chandlers，andother

representatives）．Consequently，thetransportationtimeneededtoshi航cargoby

roadinsidetheportincreasedby25－30％andthe numberofforeign crew

membersleavlngtheirshipstovisitthetowndecreasedby50－55％，duetothe

requiredsupplementaryformalitiesandlimitationofprivatetranSPOrtmeanS

（CarS，taXi）．

InFigurelwehaveanexamPleofapierinConstantzaPort（berth35to44）

dividedbetweentwoportusersandthesecurityareasestablishedinaccordanCe
withtheirPFSPs．

Figurel：　PierinConstantzaPort，dividedbetweentwoportusers・

3　TrainingorSSO

SincethefirsteditionofthelMOmodelcourses3．19ISPSLSSO，3．20ISPS－

CSO，3．211SPS－PSFOitwasobviousthattheiraimsgetbeyondthetraditional
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PrOblemsrelatedtomaritimesecuritywith agreatnurnberofevents，SuChas

piracy，illegalimmigration and smuggling．Allthe securityrisk evaluations，

measuresandactionsincludedinthesyllabusofthesecourSeSWeremain1y

Orientatedtowardsprevention ofterrorist and sabotage acts・From merchant

Shipsofncers’pointofview，thesenewissueswerenotincludedintheirbasic

training，fieldofactivitiesandduties．

Thatis the reason whythefirst organizers ofISPS courSeS Were鮎ms

SPeCializedinprotectionandsecurityandmanyofthesedeliveredcoursesthat

Werefocusedoninlandpreventionofterrorismandcountermeasures，withoutan

actualconnectionwiththerealities ofthemaritimetransportactivities・Such

COurSeSWeremainly valuablefortheportuser，facilitatingtheirknowledge
COnCemingthedrawingupoftheportfacilitiessecurityplans．

Meanwhile，themaritimetraininglnStitutions，SPeCializedindeliverlngIMO
COurSeS，havesenttheirowninstructorstotaketrain－the－trainerspecialmaritime
SeCurity courses．Afterthat，these centres startedtoruntheirownlMOISPS
COurSeS，butinmostofthecases，SuChacoursewasdeliveredwithacombination

Of20r3instructorswithdi脆rentbackgroundsandqualifications（maritime，
police，and／orsecretserviceoff王cers），inordertocoverthesyllabusoftheSSO

andPFSOcoursesaswellaspossible．

InRomania，theMaritimeTrainingCentreCERONAV，StartedIMOmodel

COurSeSforSSO，CSOandPFSOinAugust2003・Bytheendof2004，3300

SSOs，80CSOs and180PSOsweretrained・Inthe航rst semester of2005，

CERONAVtrained another415SSO，buttherequestforthese courses has

diminishedverymuch．

BecausetheShipSecurityPlansweredrawnuponlyinrespectoftheISPS

Codeprovisions，Withoutareallifb fbasibilitytestofthis onboardmeasure，

manyOftheownersdecidedtodesignate，aSSSO，theonboardofRcerwithless

responsibilitiesduringtheship’Soperationinports．Asaresult，Wehavesecond

englneerOfncers，electricalofncersorradioofncersasSSOs．Inothercases，the

MasterisalsoSSO，becausetheownerconsideredthathealreadyhasalong
experiencedealingwithportauthorities．

DurationofSSOtrainingcourses，OrganizedbyMaritimeCentresorother
Certi鮎dinStitutionsareVerydiffbrent，eVenifallthesecoursesareSOmetimes

Certifiedbythesameauthorities・AverageSSOtrainingperiodwassetto2－3

daysbutlongerperiodsoftimecouldbefoundincoursesorganizedbysecurity
COmPanies・Forexample：

．HudsonTrident，US，durationl，5days，Certi鮎dbyDNV；
●　StarCenter，US，duration2days，Certi丘edbyUSCG；

●　AalesundUniversityCollege，duration2days，NORWAY；

●　AMCSearchLimited，Australia，duration2，5days，CertinedbyAMSA；

．ABSConsulting，US，duration3days，CertifiedbyABS；

．Lloyd’sRegister，UK，duration3days，Certi鮎dbyLloyd，sRegister；

●　LajrdsideMaritimeCentre，UK，duration3days，CertifiedbyMCA；

●　ShipandPortSecurityServices，UK，duration3days；

．Paci丘cMaritimeInstitute，US，duration3days，CertifiedbyUSCG；
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・Elkins Marine TrainingIntemational，US，duration2days，Cert摘ed by
DNV；

・USMerchantMarineAcademy，US，duration3days，Certi丘edbyUSCG；

・PortMaritimeSecuritylnternationalLtd，UK，duration2－3days，Certifiedby

DNV，MCA；

・SecuritySolutionsIntemational，US，8days．

TakingintoaccountthegoalsofISPSregardingthetrainingandcompetences

requiredforSSO，andtherealbackgroundknowledgeofmaritimeofBcersin

termsofmaritimesecurity，WeCOnSiderthataminimumperiodof7uptolO

daysisrequiredinordertoachievethedeclaredobjectivesoftheSSOcourse．

Weunderline here some ofthe provisions ofISPS Code－PartBl1】，that

demonstratetheexaggerationsofthelSPSCodeexpectationsfromthemerchant

marineofncersdesignatedasSSO：

・instruction teclmiques　for securitytraining and education，including

SeCuritymeasuresandprocedures；

・handling sensitive security　relatedinfbrmation　and security　related

COmmunications；

・reCOgnitionanddetectionofweapons，dangerOuSSubstancesanddevices；

・reCOgnition，On a nOn－discriminatory basis，Of characteristics and

behaviOuralpattemsofpersonswhoarelikelytothreatensecurity；

・methodsofphysicalsearChesandnon－intruSiveinspections；

・CrOWd management and control teclmiques operations of security

equlpment and systems；and testing，Calibrationand maintenance of

SeCurityequipmentandsystemswhileatsea；

・Simulationofemergencysituations，

More than that，the SSOis also responsibleforthe training ofother crew

memberswithspecincsecurityduties，inaccordancewiththeSSP，inmatters

regarding：

・reCOgnition＆detectionofweapons，dangeroussubstances＆devices；

・reCOgnitionofcharaCteristicsandbehaviOuralpattemSOfpersonswho

arelikelytothreatensecurity；

・CrOWdmanagementandcontrolteclmiques；

・SeCurityrelatedcommunications；

・methods ofphysicalsearches ofpersons，PerSOnal effbcts，baggage，

CargO，andship’sstores．

1n accordance withthelSPS provisions，there are no compulsory stages of

trainingforthecrewmemberswithresponsibilitiesintheSSP・Thatmeansthat
dleOnlytrainingregardingtheirspec摘csecuritydutiesismadebytheSSOorin

VeryfE，WOCCaSionsbytheCSO・Aftera1210hourscourse，theSSOmusthave

enoughknowledgeregardingmaritimesecurityissuesfnordertodelivera
credibletrainingfortherestofthecrew．Incaseofan1nSpeCtiononsecurity

TatterS，thesecrewmembersmustdemonstratetheirskillsinordertosatisfythe
lnSpeCtOr’s standardsl3］．We considerthat theinitial training of SSOin

accordancewith the duration specifiedby theIMO modelcourse，istotally
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insufRcient fbr deliverlng an efncient training to other crew members

Subsequently．Itispuzzlingthatthedraftforthe SSOIMOmodelcourse，ln

Whichthe12hoursdurationwasstipulatedforthe且rsttime，WaSdrawnupby

theUnitedStatesMerchantMarineAcademyatKingsPoint．Wethinkthatthe
authors ofthe draftbelievedthat allmerchantmarine ofncers weretrained as

StudentsinaNavalAcademyl4］．

Theshippingcompaniesthatownpassengershipsandferriesrealized，before

theentryoftheISPS，thattheproblemsrelatedtothesecurityoftheirshipsand

PaSSengerS COuld be soIved，inan e用cient way，Only by speciaIly trained

PerSOnnel，abletocarryoutthefo110wlngprOCedures，rOutinetasksandchecks：

・Photoident浦cationbadgestoemployeesl5］；

・matChingtagsofluggage；

・Vjsitol．SnOtal）owedonboardshipunlesstheyhavepre－arrar］gedpermits；

・PaSSengerS al・e PrOVidedwith guestidentincation cards（also used fbr
Onboardpurchases）thatareelectronicaIlycheckedbefbreeachpassengeris

allowedtoboardtheship；

・hand－CarriedluggageisX－rayedandpassengerspassthroughawalk－through
SeCurity；

・SCreenmgSyStemPriortoembarkation；

・Cabhlbaggageisx－rayed；

・Caninesearchofstoresfbrexplosives；

・allshoresideworkersarecredentialed；

・Shipstoresaresecurityscreenedpriortoloading；

・Shippersonnelsecuritychecks；

・aCCeSSpOlntStOtheshiparesecuredormanrled．

Asaresult，Onboardtheseshipswehaveawellde重nedcategoryofhiredsta托

1eaded by a Chief of Security Ofncerwith thefollowing job description

requlrementS：

・preVentionanddetectionofcrimeandtomaintainlawandorderonboard

theship；

・enSure that the Company’Srules and regulations are not breached by

PaSSengerSOrCreW；

・enSureSeCuritymeasureswhendockedandbeawareOfthecorrectprotocol

andprocedureinrelationtolocalcustomsandimmlgrationregulations；

・investigationofminorandseriouscrime；

・muSthaveexperienceinthefieldofdruguSe，andknowthesigns，SymPtOmS

andefFbctsofanyParticulartypeofdrug；

・advisethe Captainofanyintelligence reportsreceived andrelatedthreat

assessmentsinanyparticularportorlocation；

・aSSeSSvulnerabilityofcrewand／orpassengersandformulatedrugSearCh

PattemSandprocedures；prOvidetrainingforsuchdri11S；

・bemindfulastowhatef托ctsanactofterrorismwouldhaveontheship；

・Shouldhaveexperienceinbombsearchtechniquesandprovidetraimingby

meansofregulardrillsonboardthevessel；
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・preVentStOWaWayS丘omboardingtheship；

・haveanideaoflntemationalMigrationLawandproceduresforhandling

StOWaWaySCaught．

ltis obviousthatthepersonableto complywithal1thesetasks mustbe a

SeCurityandprotectionprofbssionalwithenoughlandbasedexperience，butalso
familiarizedwiththecharacteristicsofpassengershipsactivities．

IfwecomparetheimposedjobdescriptionofaSecurityOfnceronboarda

passengershipwiththecompetencesfbrtasksofallSSOsrequiredbytheISPS，

WeWill丘ndno signi鎖Cant di脆rences．ThismeansthatISPSpromotershad

appliedthestandardsusedbypassengershipsownerstoallmerchantshipsl6］・

Unfortunatelythispolicycouldnotworkinreallifewiththesameexpected

resultsasforpassengershipsandwithonly12to20hoursoftrainingforthe

merchantshipSSOs．

Takingintoaccounttheabovementionedissues，itisobviousthat，fromthe

PraCticalpoint ofview，an0nl）Oard securitysystemfornormalcargo ships

similarwiththeonealreadyexistingforpassengervessels，COuldnotbeapplied

atthesamestandards．InouroplnlOn，theroleoftheSSOofcargoshipsmustbe

limitedtoanaCtivecooperationwithPFSOandlocalauthorities，inorderto

reducetheriskofincidentsrelatedtosmuggling，StOWaWayS，andmaybedrugs

traffiC．LargeLSCaleimplementationoftheonboardISPSwillhaveaverylimited

impact onriskreduction againstterrorist assaults orothertypes ofterrorist

threats．Morethanthat，eVenthepiracyattacksagainstmerchantShipswi11not
decreasewithoutanaCtive，determinedandinforcemeasuresfromthenational
authorities，inthealreadyknownhighriSkmaritimeareaS［7］．Ifwelookatthe

graphfromFigure2，WeCanSeethattherearenomqjordiffbrencesbetweenthe

numberofpiracyincidentsin2001，2002，2004and2005・
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Figure2：　PiracylnCidentsbetween2001－2005・

Reduction ofpotentialterrorist threatsinmaritime transport could only be

achievedwiththehelpofsecuritysystemsandmeasureSimplementedbyport

andlocal auth0ritiesl8］，uSing specialized companies and personnelwith
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upgradedtrainingrelatingtoantiterroristmeasures．Inthesecircumstances，the

SSOandcrewmembers，designatedintheSSP位omcargoships，muStenSurethe

OnboardimplementationoftheproceduresrequiredbythePFSO，duringthestay

Oftheirshipinport，andmaintainanaCtivecommunicationwiththePFSO，in

OrdertoreportanyinCidentsorsusplClOuSeVentS．

Forthemoment，theriskofviolentactsagainstcargoshipsremainsfocused

Onthepiracyattacks．WeconsiderthatduringtheSSOtrainingcourSeS，themain

SeCurityissues must be directed towards the practical measures that could

PreVentboardingtheshipbypirates．AIso，theSSOmustbeinstructedonhowto

reactandhowtomanagetheemergencysituationwhenpiratesarealreadyon

board【9］，Whentheyhave丘rearmSand／Orhavecapturedmembersofthecrew．

Alotofscenarioscouldbesetonthesemattersbasedonrealeventsreportedand

analyzedinthepastyears．Becausethetimetoreactisverylimitedinmany
CaSeS，theSSOmusthaveaclearknowledgeabouttherisksinVoIvedandthe

bestpracticeinthesetypeofevents．
Some of these practical actions were　includedinlMO circulars，but

applicationofthesemeasuresisoptionalandresponsibilityfortheconsequences
lies only on the Master or the SSO［7］．Here we canStart anOther debate，

regardingapotentialconnictbetweenthedecisionsoftheMasterandtheSSOin
SuChaspec摘ccase．AIsoadebateregardingpossiblelegalprosecutionagainst

theSSOandhisdecisionsmustbebroughttoattention．ItseamsthattheISPS
COdehadmissedthisaspectandmqjorityofthedesignatedSSOs，atthemoment，

isnotawareofthispossibility．

4　MaritimeUniversities，reactiOn

TheMaritimeUniversitieshaveaslowerreactionconcemlngCurriculaupdate
withnew courses，due tothe bureaucracy characteristics of the academic

educationsystem．Withsomeexcept10nS，thesituationregardinglmPlementation
OfISPScourseswasthesame，andtodaytherearenotmanyuniversitiesthat
haveaspecialmaritimesafbtycourseincludedintheirregularteachingprogram．

Wearetalkingaboutacoursethatcouldassuretherequiredcompetencesfor
SSOorCSO・ForNavyAcademiesitwaseasiertorespondtothischallenge

becausetheyalreadyhavetheirownstaffthatcouldteachsuchtypeofcourses．
InmanycasesMaritimeUniversitiesorganizedSSO，CSOandevenPFSO

COurSeS，basedonlMOmodelcourSeS，forthealreadycertifiedmaritimeo爪cers

OrpOrtuSer’spersormel，aSrequeStedbythirdparties．Theissueofmaritime

SeCuritywasalsobroughttoattentioninMaster’scourses，becausetheMaster

Programcurriculumismoreflexibleandeasytoupdate，eSPeCiallylnCaSeOfa
modularsystem．

Now，takinginto accountthepracticalexperienceregardingthe onboard

PerSOnneldesignatedasSSO，thequestioniswhichcategoryofstudentsmust

attendanSSO course，ifwe decide tointroduce such a courseinthe basic

curriculum．

Consequentlywewi11havethefollowlngOPtions：

・thiscoursemustbeattendedbythestudentsfromthedeckdepartment；
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・thecoursemustbetaughttoallthestudents，includingthestudentsfromthe

englneerlngandelectricaldepartments・

FromthepointofviewoftheConstantzaMaritimeUniversity，thebestsolution

istokeepsuchadedicatedcourseoutsidethebasiccurriculumbecausewedo

nothaveateachingstaffspeciallytrainedinthesematterS・IfaSSOcourseis

includedinthecurricula，thenumberofteachinghourswillbenotenoughto

allowforemploymentofanewfu11timeteacherqualifiedtodeliverthiscourse・

IftheUniversitydoesnotintendtogivetothegraduates，aneXPlicitcertification

asSSO，themaritimesecuritytrainingissuescouldbebroughtintothealready

runnlngCOurSeSrelatedtoshipmanagementandonboardregularaCtivitiesand
ofncers，duties．

5　Conclusions

Takingmtoaccounttheabovementionedissueswethinkthatwecanunderline

thefollowlngCOnClusions：

・thetimeavailableforlmplementlngtheprovisionsoftheISPSCodewas
veryshortandsomeofthesolutionsfound，Wereimprovisedbyshipowners

andportoperators；

●　thetralnlngCOurSeSforSSOandCSOareveryshort，COmParedwiththe

goalsandcompetencesthathavetobeachievedinaccordanCeWiththe

ISPSCoderequlrementS；

・formostofthemerchantships，thereisnopracticaljustincationtoputinto

operationasecuritysystemsimilartothesecuritymeasureslmplemented

forpassengervesselsoffbrries；

・themainroleforthemaritimesecuritymustbeplayedbyportauthorities

andportoperatorsbecausetheyaretheonlyoneswhohavethemeansto

assureanefncientcontrolofgoodsandpersonsintotheportoperational

area；

・OVerdoingofsecuritymeasuresinportshavecreatedanewstressfactorfor

Shipcrews；

●　formostoftheships，themainriskinvoIvingviolentactsisrepresentedby

piratesattacks；

．thenewequlpmentforsendingdistressalarmsincaseofanykindofattack

agalnstaShipareWelcomed，butrealhelpfbrthecrewscouldcomeonlyif

nationalauthoritieshavethedetermination，eXPertiseandmeanstosoIve

SuChけpeofcrises；

●　efncienttrainingforSSOcouldbedonethroughspeciallytailoredcourses，

starting録om the録amewofk of theIMO model courses，but uslng

instruCtOrSwith practicalexperienceinthe fkld ofsecurityandlaw
enforcement；

．forshipsathigherriskofterroristtargets，prOteCtionofthe crew and

passengerscouldbeinsuredonlybyemployingspecialsecuritypersonnel，
whoarealsotrainedforcrowdmanagementcrisesandarefamiliarwith

Shipsactivitiesandcharacteristics・
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Wethinkthatinthefollowmgyears，aPPlicationofISPSprovisiomswi11bemore

Pragmatic，With a more realistic evaluation ofthe practicalpossibilities to

undertake securitymeasures on board merchant shipsandfocused on the

nationalmaritimewaters，POrtSandterminalssecuritysystemse僅iciency．
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